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Steps to Success: an ISO 27001 Implementation Overview

= How to get management and board buy-in

= How to get cross-organisational, cross-functional buy-in
= The gap analysis: how much do you really need to do?
= How to integrate with ISO9001 and other management systems
= How to structure and resource your project

= Use consultants or do it yourself?

= The PDCA cycle

= The timetable and project plan

= Risk assessment methodologies and tools

= The documentation challenges

= How to choose a certification body
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People

Culture, Attitude
Beliefs and Skills

Strategy

Steering
Direction

Integration

Infrastructure

Service Support
(including tools)

and Service
Delivery

Processes Technology

The Service Management
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* Management commitment
* Management participation
* Compensation/Rewards

* Values/Beliels

* Coaching/Enabler

* (areer opportunities

Process

Management

* Teamwork enabled

* Service Management tools
* Integrated data sharing
* Knowledge Management
* Hanagement Information

Process re-engineering model

Single point of accountability
Logical group of activities
Cross Departmental

Defined procedures
Reapeatable, consistent
Global Standards

People

Technology

Enhanced Skills

Mults Functional Teams
Values/Beliefs

Culture biases
Training

Career development
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- What is the wision? High Level Business
Chapter 2 Objectives
v - -
Where are we now? Assessments
Chapter 3
~
How do we keep the Where do we want
momentum going? o be? Measurable Targets
Chapter 7 Chaprer 4
A
S
How do we get where
we want to be? Process Improvement
Chapter S
— ‘
~

How do we check our
milestones have been reached? Heasurements and
Chapter 6 Menrics

Continuous Service Improvement Programme
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Process
Control

Input
and Input specifications

The generic process model
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A (Continvous quality control and consolidation) BIIIiTIm
Continuous Aigament
step by step Plan (Project Plan)
/\ improvement Do [P(Wi“"?
£ / \ Check (Aud)
= AP Act (New actions)
2 Effective quality
= aE < improvement
Consolidation of the level reached
(50 9001 or British Standards)
Time Scale

The Deming Cycle
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Organisation Growth Model
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Mood/energy
Integration
Denial -
/ - /
Negotiation Exploring
possibilities
~_ bp
Time

The utilisation curve of Kibler-Ross
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Creating a sense of
urgency

*... 50% of transformations fail in this phase.
... without motivation, people won’t help and the effort goes nowhere.
... 15% of a company’s management should be comvinced of the need ..’

Forming a guiding
coalition

“... Underestimating the difficulties in producing Change ...
“... lack of effective, strong leadership.’
... not a powerful emough guiding cealition ... opposition eventually

stops the (hange initiative ..

Creating a vision

*... without a sensible vision, a transformatien effort can easily dissolve into a

list of confusing, incompatible projects that can take the organisation in

the wrong direction, or nowhere at all ..~

*... an explanation of 5 minutes should obtain a reaction of “understanding” and “interest’.’

Communicating the vision

*

.. Without credible communication, and a lot of it, the hearts and minds
of the troops are never captured.

‘... make wse of all communications channels.’

*... let managers lead by example ... "walk the talk’.

© 06 066 elee

v

“Empowering” others to
act on the wision

Planning for and creating
quick wins

Consohidating improvements
and produang more Chamge

Institutionalising
the C(hange

*... structures to underpin the vision ... and removal of barriers to (hange.”
*... the more peoplle involved, the better the outcome.”

... reward initiatiwes..

‘... real transformation takes time ... without quick wins, too many people give up,
or join the ranks of those opposing Change’.

*... actively look for performance improvements and establish clear goals .."

‘... communicate successes’.

‘... until Changes sink deeply into the culture new approaches are fragile
and wubject to regression _°

"... in manmy cases workers revert to old practice.

*... use credibility of quick wins te tackle even bigger problems’.

*... show how new approaches, behaviour and attitude have

helped improve performance.’
‘... ensure selection and prometion criteria underpin the new approach’

Eight main reasons why transformation efforts fail 11
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Cost Cost
A Project Project Management

12
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Integration
Management

Procurement
Management

Risk
Management

Communications
Management

Human Resource
Management

Project Management
Phases

Control

Knowledge Areas

Scope
Management

Execution

Time
Management
Cost
Management
Quality
Management
13

13
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PMM Express

Project A
Start Workflow Diagram
Initiation Planning \ Execution \ / Closeout \

Develop Project Purpose
and Objectives

Develop Project Scope
and Critical Success
Factors

Perform High-Level
Project Planning
Activities

Determine Roles &
Responsibilities and
Project Authority

Determine Management
Checkpoints and
Evaluation Criteria

A 4

Complete
Project Charter
Document

Project

Charter
Approval

Determine Project

Approach

Determine Potential
Risks, their Probablility of

Occuring and Impact on
the Project if they Occur

Develop Communication
Strategy

‘ Develop Budget Estimate }7

‘ Develop Quality Strategy }7

‘ Develop Resource Plan

Develop Work
Breakdown
Structure

y v

Complete
Project Plan
Document

l

Develop Project
Schedule

Project Plan
Approval

/

Execute Project Plan
Components

Maintain Project
Schedule

Complete
Status Reports

Project

Complete

Deliverables

Y4

Control

|/

Change Control Requests as needed

Issue Documents as needed

A\ 4

Document
Customer
Expectation
Management

Document
Lessons Learned

Complete Post
Implementation
Evaluation Report,
including Project Sign-Off

/

Project
Complete

14
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Project Management Pitfalls

Pitfall #1: Not creating a common project vision at the onset of a project

A shared vision (or goals) and expected project outcomes across key stakeholders is key to
managing project efforts and avoiding scope creep.

Words of Wisdom: Facilitate your stakeholders to the creation of a common vision and
ensure that they own the vision and the ultimate solution.

15
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Project Management Pitfalls

Pitfall #2: Not getting organised, staying organised and organising those around
you

Strong planning and organisational skills are essential traits of a successful Project
Manager.

Words of Wisdom: The devil is in the detail. Review your plans at least twice daily. It's the
best 15-20 minutes you'll ever spend.

16
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Project Management Pitfalls
= Pitfall #3: Not involving the right people on the project

= Words of Wisdom: Don't assume that senior leaders are the only ones that should be in
your sights. Keep a laser focus on decision makers and those who directly impact your
project.

17
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Project Management Pitfalls

Pitfall #4: Not asking for help and learning from others

Words of Wisdom: Asking for help is not a sign of weakness. It's better to ask for help then
to place a project at risk. Let's face it, every project has its ups and downs but it's what
you, as the Project Manager, do to handle the good and the bad that leads to project
success and avoids project chaos.

18
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= How to Implement Service Management
— ITIL v2.0

= Project Management Methodology —
State of Michigan
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= Google
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